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Report to Trust Board   Date 30.9.09    Agenda item no 8.5 
	Title 
	Appointment of Senior Information Risk Officer

	Author

Responsible Director
	Director of Finance & Performance

Director of Finance & Performance



	Classification
	Strategy/ Decision / Ratification/ Assurance/Information


	Purpose
	To explain the requirement for a Senior Information Risk Officer (SIRO).

	Action required 
	To ratify the appointment of the Director of Finance & Performance as the Trust’s SIRO.

 

	Impact assessment

· quality

· financial

· business

· equality/diversity

· risk

· legal/statutory
	The SIRO oversees the risk of information being handled inappropriately within the Trust. Inappropriate use could result in action by regulators, and in some instances, legal action being taken.

	Relevant Standard for Better Health: C09

	Y

N

Describes a lapse

N
Provides evidence

Y

Demonstrates Assurance

Y



	Conformity to previous decision/ policy
	N/A


	1. To own the Trust’s Information Risk Policy, act as champion for information risk on behalf of the Board, and provide written advice to the Chief Executive on the content of the Trust’s Statement of Internal Control in respect of information risk.

2. To advise the Board of the performance of Information Risk Management within the Trust, including potential cost reductions and process improvements arising.

3. To implement and lead the NHS IG risk assessment and management processes within the Trust, and advise the Board on the effectiveness of information risk management across the Trust.

4. To receive training as necessary to ensure effectiveness in the role by (i) attending relevant external training and (ii) completing the SIRO eTraining modules on the IG Connecting for Health website on an annual basis.

5. To ensure that the Trust’s approach to information risk is effective given resources, commitment and execution, and is being appropriately communicated to all staff.

6. To ensure an effective infrastructure is in place to support the role by developing a simple Information Assurance governance structure, with clear lines of Information Asset Ownership.

7. To establish a central register of all major Information Assets, with lesser assets managed locally through local policy and procedure, which are networked and managed according to the Trust Information Risk Policy.

8. To ensure that all identified information threats and vulnerabilities are followed up for risk mitigation, and that perceived or actual information incidents are managed in accordance with NHS IG requirements.

9. To create a central Information Risk Register for identified high risks.

10. To ensure that there are effective mechanisms in place for reporting and managing Serious Untoward Information Incidents that accommodate technical, operational or procedural arrangements arising from lessons learnt.

 
	


Alan Warren
Director of Finance & Performance

21 September 2009 
